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THE INNOVATIVE APPROACH TO INCREASING CYBERSECURITY OF TRANSACTIONS
THROUGH COUNTERACTION TO MONEY LAUNDERING
Abstract: A current task is to provide the economic security of any country in the context of creating effective and
reliable measures of the banking cybersecurity system against money laundering. First of all, it relates to the fact that
the money laundering processes and financing of terrorism negatively influence the economy of any country and
reduce the economic security level. Secondly, the high level of money laundering in the country promotes the
emergence of such negative processes as corruption, extortion, drug production, people smuggling, gangsterism,
terrorism, which leads to an increase of the crime situation in the country and endangers the lives of the population.
Thirdly, the existing cybersecurity measures of banks do not affect the security of transactions in a timely manner to
identify funds obtained illegally. Therefore, exactly this aspect is required changes and modernization in order to
accomplish the task. The aim of the article is to develop the innovative scientific and methodic approach to the
country’s attractiveness modelling for proceeds laundering by other countries. This technique is one of the tools of the
bank’s cybersecurity system for making further decisions regarding the risk of legalization. In order to solve this
problem authors suggest the approach, which is based on gravity modelling. Eight factors: Gross Domestic Product
per capita, Claims on the central government, Internally displaced persons, associated with conflict and violence;
Automatic Exchange of Information; Corruption Perceptions Index; Global Terrorism Index; Legatum Prosperity Index;
Happy Planet Index are proposed to be evaluated using the expert approach to implement the above approach. Then
the integral indicator is calculated using the Minkowski metric and taking into account the factors normalization. Using
the gravity model, the country’s attractiveness degree considering is defined for proceeds laundering on the part of
another country. Data for 105 countries are used for calculation and results for Ukraine, Poland and Germany are
represented. As a result, we can see that developed countries with high welfare level are attractive for developing
countries for money laundering, countries with low welfare level, low economic development and unstable political
situation are attractive for the developed countries. The proposed methodology is recommended to be introduced in
the activity of banks' cybersecurity systems. It will allow identifying transactions of those countries for which the risk
of legalization is high and introduce additional monitoring to regard the legitimacy of their financial sources. In addition,
it is expedient to use the model in the activities of the country’s regulatory authorities, which will promote the
introduction of cybersecurity standards and increase the ethics of financial relations between countries.
Keywords: cybersecurity, money laundering, gravity modelling, country attractiveness, risk, expert approach,
normalization, Minkowski metric.

Introduction. The world economy and globalization development, the economic welfare
achievement, increasing the living standards and the life safety of the population are important issues of
today’s world community. However, in this development process, there are more opportunities for free
money movement by criminals and terrorists simultaneously with increasing of operations at the financial
markets, trade flows growth, the increase of assets, money. The illegal funds turnover, financing of
terrorism and organized crime become the most significant problems, which threaten economic of any
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country. The country' banking system is involved in this process because through it financial transactions
are carried out. The level of organization of the banking cybersecurity system affects how quickly legal
funds can be detected or transactions involving illegal sources cannot be allowed. A high level of security
reduces the risk of financing terrorism. Therefore, one of the tasks of cybersecurity is to ensure the safety
of transactions. It is possible only through the compliance with safety standards which should also relate
to the ethics of transactions conducted from other countries.
Recently, in the international economic community much efforts is oriented to study and to measure
the relationship between economy, policy and organized crime. Efforts to prevent the financing of such a
relationship have to go beyond the boundaries of one country in order to track and to block the money
flows, wherever they may be hidden. The money laundering processes, money shadowing, financing of
terrorism negatively influence the economic security in any country, undermine its economic system and
lead to the disbalance in the society and life safety. Specialists and scientists in the economic literature
make some attempts for the quantitative evaluation of processes, which relate to the money laundering.
However, the sufficiency and adequacy of these models are difficult to estimate, because money
laundering is rather secret and invisible.
Literature Review. Gabriel Andruseac (Andruseac, 2015) and Miles Kahler (Kahler, 2006) analyze
the globalization impact, which forms the international environment, on the economic security, show the
close relationship between economic globalization and undesired economic and political consequences,
revealing the new approaches in this context. Bowman Dina and Van Kooy John (Bowman and Van Kooy,
2016) propose some boundaries to show the relationship of various levels, spheres, factors, which have
impact on the economic security, allowing them to focus on the disadvantageous position at the labour
market and on the economic danger, defining the wider systematic and structural impact on these issues
at the same time. Such scientists as Marius-Petre Rotaru (Rotaru, 2009) and Peter Navarro (Navarro,
2018) compare economic and national security, describing the economic security as an organic dimension
of national security.
In modern science, considerable attention is paid to various aspects of cybersecurity taking into
account the development of digital society, informatization and automation of all processes of economic
agents. This question is considered at international conferences. So, the issues of IT security, network
security, information security and cybersecurity technologies and solutions for financial sector will be
presented on 12-13 November 2019 in Istanbul Turkey (IFINSEC Financial Sector IT Security Conference
and Exhibition, 2019). The most crucial directions were discussed at the conference «EBF Cybersecurity
Conference: Managing Risk. Deploying Awareness» in 2017 in Brussels. It was debated about facilitating
the dialogue between banks, regulators and supervisors for more effective implementation of
cybersecurity-related measures, exchanging on the challenges faced by banks in managing cyber risk
(EBF Cybersecurity Conference: Managing Risk. Deploying Awareness, 2019).
Moreover, the last tendency of human factors influences on cybersecurity will be presented on the 10th
International Conference on Applied Human Factors and Ergonomics, which will be organized on 24-28
July 2019 in Washington. The issues of the conference will be focused on the social, economic and
behavioural aspects of cyberspace (The 10th International Conference on Applied Human Factors and
Ergonomics, 2019). The modern research directions of human-computer interaction will be shown on the
21st International Conference on Human-Computer Interaction, which will take place on 26-31 July 2019
in Orlando (The 21st International Conference on Human-Computer Interaction, 2019).
The research of Melissa Hathaway (Hathaway, 2008) on the cybersecurity issues as the most serious
problem of economic and national security, deserves special attention. The investigation of challenges,
solutions and trends in banking cybersecurity is carried out by Rachael Fernandez, Salma Shalaby, Noora
Fetais (Fernandez et al., 2018). In the article by Ricky Leung is studied about global cybersecurity
regulation in the banking sector (Leung, 2018). The impact of cybersecurity incidents on financial
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institutions was analyzed by a group of authors from General Global Assistance and Identity Theft
Resource Center (Fiorentino et al., 2018).
The investigation of general theoretical and practical aspects on anti-money laundering and antifinancing of terrorism, their influence on the economic security is carried out by such scientists as Stefan
D. Haigner (Haigner et al., 2012), Schneider Friedrich (Schneider, 2017), Mankiw N. (Mankiw, 2018),
Frederic S. Mishkin (Mishkin, 2016) etc. In the article of Buriak A., Lyeonov S., Vasylieva T. relationship
of the banking system stability and the money laundering process, as a result of which there is a negative
impact on the country’s banking system, economic and cybersecurity, is studied (Buriak et al., 2015).
Vasylieva T., Lyeonov S., Lyulyov O., Kyrychenko K. observe the impact of different disbalances, among
which money laundering and financing of terrorism are defined, on the country’s overall economic
development (Vasylieva et al., 2018). Besides, authors (Lyeonov et al., 2018; Vasilyeva et al., 2013)
assess the degree of the money laundering process impact on the financial sector and macroeconomic
stability evaluation in countries of lower-middle-income economies, which greatly undermine the country’s
economic security level.
A number of scientists in their works observe some aspects to counteract the money laundering and
financing of the terrorism, analyze the banking service for money laundering and financing of terrorism,
financial operations, actions, give recommendations, particularly: risks of modern technologies for
payments, risks of mobile banking operations, electronic payments, money laundering through Internet,
regulation of mobile funds (Popa, 2012; Souto, 2013; Stokes, 2013; Vlcek, 2011), problems to estimate
tendencies, scales and character, evaluation of the cybercrime and provision of the economic
cybersecurity (Anderson et al., 2013; Independent report «2011 report by industry and government on the
cost of cybercrime», 2011; Levi, 2017), global oversight and monitoring of the financing of terrorism,
money laundering and tax evasion, problems with financial transactions taxation (D’Souza, 2012; Levi et
al., 2014; Immordino and Russo, 2016; Matheson, 2011), recommendations (Nart, 2018), oriented to
reduce the incomes sources for financing of terrorism.
Peculiarities to finance the international terrorism and transnationally organized crime nature, their
sources and methods, international cooperation development in the field to control money laundering and
financing of terrorism are analyzed in works of Schneider F. and Caruso R. (Schneider and Caruso, 2011),
Blauvelt A. (Blauvelt, 2015), and others (UNODC-31, 2011; Vashchekina, 2018). Great attention of authors
(Appel, 2015; Bunker and Sullivan, 2014; Unita di Informazione Finanziaria, 2016; European Banking
Federation, 2016; Groupe d'action financière, 2007; Governor of the Central Bank of Tunisia, 2017) is paid
to the specific nature of the financial systems regarding the money laundering risks in different countries
in the world:
−
The EU, which tries to create the only one financial services market in the European Union, to
support policy, which will increase the holistic approach use and will provide the regulation to be
transferred to the digital reality for financial services;
−
in Italy measures, which are oriented to assess money laundering operations and tendencies, a
vulnerability in the economic and financial systems, and risks, relating to the geographical regions,
payment tools and economic sectors are investigated. Recently new directions of the quantitative studies,
which use econometrics to reveal abnormalities and new tendencies, have been introduced;
−
in Greece the regime to launder money and to counteract financing of terrorism, based on Forty
Recommendations 2003 and Nine Special Recommendations on the financing of terrorism 2001 of the
Financial Action Task Force (FATF) is performed;
−
Tunisia concentrates efforts on its financial system integrity, and its investment climate
attractiveness, which will form a base of the national obligation to control money laundering and financing
of terrorism, based on the strategic variant to prevent its financial sector illegal use, etc.
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A number of models are proposed to study the global money laundering, income from transnational
crime, flowing through the financial system in the world, the money laundering impact on the banking
system stability, economic security and risks evaluation in banks. The econometric models (Mazloumfard
and Glans, 2017), liquidity stress testing (Krykliy and Luchko, 2018), Data Mining (Subeh and Yarovenko,
2017; Dean et al., 2017; Kirichenko et al., 2017), structured modeling (Vorontsova et al., 2018) are the
most popular models.
Gravity modelling deserves special attention. Authors (Anderson, 2011; Asgharzadeh et al., 2018;
Wee and Pearce, 2015; Kuzmenko, 2013a; Kuzmenko, 2013b) from all over the world paid attention to
that model, determining that gravity models are used in various social and economic sciences to predict
and to describe specific behaviour forms, based on the analogy with Isaac Newton’s law of gravitation.
Gravity models provide the assessment of flows between two and more places. Although such models are
not able to perform an accurate prediction of flows, they form criterion, by which actual observed values
are compared, emphasizing in which places flows are unexpectedly high or low. Over the decades the
conventional gravity model is successfully used for the various flows; it describes social and economic
relationships between spatial objects (Ferwerda et al., 2011).
Walker John the Walker Gravity Model (Walker and Unger, 2009) is the first proposed model to
evaluate money laundering all over the world and was based on the well-known gravity model, which is
popular in the trade. This model enables to evaluate the illegal funds flows all over the world and describes
the allocation geography of proceeds of crime, which are necessary to launder in order to hide their
criminal origin. The Gravity Model for Measuring Money Laundering and Tax Evasion by Brigitte Unger
also helps to assess the illegal funds flows from one and to every jurisdiction all over the world, and is a
changed equation of Walker via updating and adjusting the distance indicator (Unger, 2009). The Gravity
Model for Trade-based Money Laundering is used to predict the illegal flows of money laundering. The
conventional gravity models borrowed from the international trade theory, are used in it. The model has
straight-line logical character, but not a combination of the additional and multiplicative variables
(Ferwerda et al., 2011). Isis Economic Model (Brisard and Martinez, 2016) is based on the territorial
administration, which is able to provide the financial self-sufficiency and variety of resources, the main
strategy of which consists in the fact that the state wealth is the main constituent and financing source of
all internal and external operations, and reliable financial resources, value of which is not changed at any
time.
Although many efforts are made in the study of the criminal operations with money, a few effective
systems to control the financial system in the money laundering the financing of terrorism, have been
investigated. Therefore, there are no instruments, which let to prevent money laundering processes. It
causes the undermining of the country’s economic security. The economy of money laundering, oriented
to study scales and impact of the illegal funds, is a rather new field and requires deeper investigation. The
gravity modeling issue to assess the money laundering risk and risk of financing of terrorism by one country
in another one, as one of bancing cyber security system tools especially in the context of raising the level
of economic safety, is of urgent attention.
Methodology and research. A set of data for 215 countries for 2017 was formed to carry out the
research. The data consist of statistic information, obtained from the official sites of the world
organizations. The authors took 8 indicators: from the official site of the World Bank – Gross Domestic
Product per capita (GDP), Claims on the central government (CCG), Internally displaced persons, new
displacement associated with conflict and violence (number of cases) (IDP) (World Bank Open Data,
2017); according to data of the Organisation for Economic Co-operation and Development – Automatic
Exchange of Information (AEOI) (Organisation for Economic Co-operation and Development, 2017); from
the site of Transparency International organization – Corruption Perceptions Index (CPI) (Transparency
International, 2017); from studies of Institute for economics & peace – Global Terrorism Index (GTI)
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(Institute for economics & peace, 2017); from reports, presented on-site of The Legatum Institute –
Legatum Prosperity Index (LPI) (The Legatum Institute, 2017); from calculations of Happy Planet Index –
Happy Planet Index (HPI) (Happy Planet Index, 2017).
The selection of the above indicators is caused by the following statements:
1) Happy Planet Index describes the level of citizens’ welfare in the country from a position of life
satisfaction, ecological security level, the state of medicine etc. Authors suppose that countries, where
happy citizens live, are the most attractive for those countries, which launder money since they have more
credibility thanks to life stability. The factor is a disincentive since money laundering risk with indicator
growth is reduced;
2) Legatum Prosperity Index is a country’s welfare indicator, which shows various parameters:
economy, governance, education, health, security, ecology etc. We take the difference between the
welfare of the country, which launders money, and country, in which money will be laundered. The greater
the difference between the welfare of the countries, the better the conditions for money laundering. This
indicator is disincentive, but since it is used in the dominator, it will be considered as a stimulator.
3)
GDP per capita in the country shows the level of its economic welfare, citizens’ financial
solvency. If this indicator increases, the goods and services production amount will grow, the country will
have favourable conditions for other countries, which try to launder money that reduces the risk level. This
indicator is a factor-destimulator disincentive;
4)
Automatic Exchange of Information describes the process of the financial information exchange
between banks and tax authority. If countries are not involved in this system, the laundering risk will be
reduced for countries, which try to launder money. Otherwise, if the country joins this system, the security
level of information and its reliability will be increased. The money laundering risk grows in countries, which
launder money since the unfavourable environment is formed for them. This factor is stimulator in the
model;
5) Claims on the central government prove the trusting degree to the central government regarding
its financial obligations. Countries with a high level of trust form favourable conditions to launder the
proceeds of crime. Therefore for laundering countries, this factor will probably point the money laundering
risk reduction. The indicator is destimulator disincentive in the model;
6) Internally displaced persons, new displacement associated with conflict and violence is a factorstimulator, which proves the instability in the country, a higher level of danger to allocate financial
resources. From the position of those, who launder proceeds of crime, military conflicts, violence, which
cause the moving of people, create unfavourable conditions for money laundering. It means that increase
of this indicator will cause the higher level for money laundering by another country;
7) Corruption Perceptions Index is a factor- disincentive in the model since it demonstrates the
efficiency of the law enforcement bodies’ work to reveal the corruption. There are favourable conditions
for financial flows allocation in the countries with a high level of this indicator. They are attractive for
countries, which launder money since risks are reduced for them;
8) Global Terrorism Index shows the level of terrorist activity in countries all over the world.
Selection of this indicator is caused by the increase of terrorist acts that influences the country’s security.
The countries, which launder money, do not attract countries with high terrorism level since there is a risk
to lose financial resources. This indicator is a factor-stimulator.
Having formed the set of data, it was analyzed in terms of lack of indicators for some countries. That
is why data has been cleared from such observations. As a result, data of 105 countries were chosen for
modeling.
After that data was analyzed on the multicollinearity. The results of the paired correlations coefficients
are represented in table 1.
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The results of the inter-factor correlation prove the dependence between separate factors that is not
acceptable for modeling. This dependence may be explained in the following way:
1) such an indicator as Automatic Exchange of Information correlates with Corruption Perceptions
Index, Happy Planet Index and Legatum Prosperity Index. The relationship between them is caused either
by chance or by the fact that countries with high living standards are obligatory participants of this system;
2) the relationship between the Happy Planet Index and the Legatum Prosperity Index is caused
by the fact that these indicators describe similar aspects by the content – happiness and welfare. Since
the welfare level is in the domination, its non-linear relationship will be taken into account, so let us leave
it in the model;
3) the relationship between the Corruption Perceptions Index, the Happy Planet Index and the
Legatum Prosperity Index is significant. It is caused by the fact that there are possibilities and tools to
counteract corruption in countries with high indicators of happiness and welfare.
Table 1. The inter-factor correlation for indicators of money laundering attractiveness
GDP
AEOI
CCG
IDP
CPI
GTI
HPI
LPI

GDP
1
0.1117
-0.1205
0.0331
-0.0885
0.0821
-0.0112
-0.0069

AEOI

CCG

IDP

CPI

GTI

HPI

LPI

1
0.2822
-0.2546
0.6125
-0.1059
0.5845
0.6576

1
-0.1138
0.1225
0.0103
0.1587
0.1549

1
-0.2408
0.4787
-0.2125
-0.3379

1
-0.2662
0.7181
0.8973

1
-0.2123
-0.3665

1
0.8372

1

Source: author’s calculations.
Since the regression model is not formed for the proposed methodology, and parameters, for which it
causes the instability, are not evaluated, the inter-factor correlation will not influence the general result.
In order to assess the country’s economic security regarding the money laundering risk and the
terrorist financing risk, we propose a methodology, based on the gravity modelling. It will enable to define
possibilities for the financial resources laundering by one country in another country and to define the
security level.
It is necessary to normalize data at the first stage. This is due to the fact that indicators, which we use
to build models, have a different dimension. That is why they must have a form from 0 to 1. Besides, one
should take into account the fact that the given indicators influence the money laundering risk in different
ways. It means that if the indicator grows, it will improve the situation, i.e. reduction of risk and vice versa.
Therefore, we deal with a stimulator. If the indicator’s changes worsen the situation, i.e. risk grows with
indicator’s increase, and vice versa, disincentive is considered. We use the absolute normalization
equation, that will let us perform it both for stimulators and for disincentive (Kuzmenko, 2014).
𝑥𝑖𝑗+ = 𝑥

𝑥𝑖𝑗

𝑚𝑎𝑥𝑗

−
, 𝑥𝑖𝑗
=

𝑥𝑚𝑖𝑛
𝑥𝑖𝑗

𝑗

,

(1)

where xij+ , xij− are normalized values of j-indicator regarding the money laundering and terrorist
financing risk level description, for stimulators (+), and for disincentives (- ), for i-observed country; xij is
an initial (empiric) value of j-indicator regarding the money laundering and terrorist financing risk level
description for i-country; xminj is a minimum value of the j-indicator regarding the specification to define
the laundering risk level for all countries from the research; xmaxj is a maximum value of the j-indicator to
define the laundering risk level for all countries in the research.
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The indicator «Claims on central government», used in the modeling process, is negative and positive.
Therefore, the absolute normalization use to this indicator will not enable us to obtain its values from 0 to
1. Since the indicator is disincentive, we will use Savage normalization, that will let to avoid this problem,
by formula 2:
𝑥𝑖𝑗− = 𝑥

𝑥𝑚𝑎𝑥 −𝑥𝑖𝑗
𝑗

𝑚𝑎𝑥𝑗 − 𝑥𝑚𝑖𝑛𝑖𝑗

.

(2)

At the second stage of the calculation methodology, we will find significant coefficients for the selected
indicators. In this regard, the expert inquiry of specialists, who are competent in banking risks, economic
security, of scientists, who work over the money laundering issues, is carried out. The hierarchy analysis
method in the part of significant coefficients obtaining is used for work with experts.
Experts are suggested to fill the matrix, represented in the form of table 2:
Table 2. The matrix of the factors pair comparison, filled by experts
GDP
AEOI
CCG
IDP
CPI
GTI
GDP
1
a12
a13
a14
a15
a16
AEOI
1/a12
1
a23
a24
a25
a26
CCG
1/a13
1/a23
1
a34
a35
a36
IDP
1/a14
1/a24
1/a34
1
a45
a46
CPI
1/a15
1/a25
1/a35
1/a45
1
a56
GTI
1/a16
1/a26
1/a36
1/a46
1/a56
1
HPI
1/a17
1/a27
1/a37
1/a47
1/a57
1/a67
Sources: processed according to (Vitlinskyi et al., 2004).

HPI
a17
a27
a37
a47
a57
a67
1

Matrix is filled through paired comparison of criteria by importance in the scale, represented by table 3.
Table 3. Scale, by which the paired comparison matrix is filled
Relative
assessment of
the importance
criterion
1

Equally important

3

Not very important

5

Essentially important

7

Much more important

9

Absolutely important

2; 4; 6; 8

Intermediate
assessments between
two neighbouring
statements

;  = 1, ..., 9

Inverse values of nozero evaluations

1


0

Qualitative
assessment

Incomparability

Explanation
Both elements make the same contribution to achieving the final goal
There are verbal statements in relation to the priority of one element
to another, but these statements are rather inconclusive
There are rather convincing proofs and logic criteria, that one of the
elements is more important (more weighty)
There is a convincing proof of one element significance in comparison
with another one
Awareness of one element’s priority in relation to another element is
maximum confirmed
Some compromise is required

Opposite assessments and statements regarding one element
priority in relation to another one
There is no sense to compare elements

Sources: processed according to (Vitlinskyi et al., 2004).
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In the process of filling the matrix, if the element i is more important than element j, on the crossing
point of the i row and j column, the integer number is put in the square (i; j), if it is vice versa, the inverse
number is put, i.e. fraction. The inverse number to the integer number, or integer number, that is inverse
to the fraction, is put in the square (j; і) on the crossing point of j row and і column.
Then, in every matrix, where expert puts his or her assessments, we will find the weight coefficient for
every factor in the matrix row by formula 3:
𝑛

𝜔𝑖𝑘

=

𝑘
√∏ 𝑛
𝑗=1 𝑎𝑖𝑗
𝑛

𝑛
𝑘
∑𝑛
𝑖=1 √∏𝑗=1 𝑎𝑖𝑗

,

(3)

𝑘
where 𝜔𝑖𝑘 is a weight coefficient for every factor i, assessed by k-expert; 𝑎𝑖𝑗
– assessment, given by
k-expert to i-factor; n is a number of factors, subjected to assessment.

It is necessary to check coordination of experts through coordination coefficient (formula 4) and paired
rank correlation (formula 5) before determination of the general assessment for weight coefficient:
𝐾=

2
∑𝑛
𝑗=1 𝑑𝑗

,

(4)

1
[𝑚 2 (𝑛 3 −𝑛)−𝑚 ∑𝑚
𝑖=1 𝑇𝑖 ]
12

where K is a coefficient of concordance; m is a number of experts, who participate in the research; n
∑𝑛

∑𝑚 𝑅𝑖𝑗

𝑗=1 𝑖=1
is a number of factors in the research; 𝑑𝑗 = ∑𝑚
; Rij – rank of the assessment of j𝑖=1 𝑅𝑖𝑗 −
𝑛
𝐿
3
∑
factor by і-expert; 𝑇𝑖 = 𝑙=1(𝑡𝑙 − 𝑡𝑙 ); L is a number of groups of the related (similar) ranks; t l is a number
of related ranks in every group;

𝑃𝛼𝛽 = 1 − 1
6

2
∑𝑛
𝑗=1 𝜓𝑗

,

(5)

1
(𝑇 +𝑇𝛽 )
12 𝛼

×(𝑛 3 −𝑛)−

where 𝑃𝛼𝛽 is a paired rank correlation coefficient; j is a difference by modulus of the j-factor
evaluations ranks, given by experts  and ; 𝜓𝑗 = |𝑅𝛼𝑗 − 𝑅𝛽𝑗 |; Т, Т are indicators of the related ranks
of the experts’ assessments  and , defined analogically with concordance coefficient; n is a number of
factors in the research.
In order to check the statistic significance of the concordance coefficient, Pearson criterion is used
and is calculated by formula 6:
𝜒𝑝2 =

2
∑𝑛
𝑗=1 𝑑𝑗
1
1
∑𝑚 𝑇 ]
[𝑚𝑛×(𝑛+1)−
12
𝑛−1 𝑖=1 𝑖

,

(6)

If the concordance coefficient is close to 1, Pearson criterion will demonstrate its statistic weight, the
paired rank correlation coefficients show a strong relationship between the results of the expert inquiry,
i.e., the value will be from 0.7 to 1, – only under such conditions, we may conclude about coordination
between experts. If the experts’ opinions are not coordinated, it is necessary to choose experts, whose
ideas weakly correlate with others, and to exclude the results of their inquiry.
Having defined the coordination between experts, the arithmetic mean value of the weight coefficients
are calculated by formula 7:
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𝜔𝑗 =

𝑘
∑𝑚
𝑖=1 𝜔𝑖

.

𝑚

(7)

The sum of the obtained coefficients has to be equal to 1.
Having defined the weight coefficients at the third stage, the integral quantitative evaluation indicator
of the country’s rating in relation to the money laundering and terrorist financing risk level determination is
defined through Minkowski metric (formula 8) (Berzin et al., 2018), which enables to take into account the
factors impact based on their positions as stimulators and disincentives:
2

2

𝐼𝑅𝐴𝑖 = 1 − √∑𝑘𝑗=1 𝜔𝑗 |1 − 𝑥𝑖𝑗+ | + ∑𝑛𝑗=𝑘+1 𝜔𝑗 |1 − 𝑥𝑖𝑗− | ,

(8)

where 𝐼𝑅𝐴𝑖 is an integral rating assessment of the laundering risk level specification for i-country; ωj
– weight coefficients for j-indicator.
Taking into account the fact that in order to assess the money laundering and terrorist financing risk,
7 factors are selected. The formula to calculate the integral indicator (formula 9) is:
𝐼𝑅𝐴(𝑥𝑖 ) = 1 − √𝜔1 (1 − 𝑥1−)2 + 𝜔3 (1 − 𝑥3−)2 + 𝜔5 (1 − 𝑥5−) 2 + 𝜔7(1 − 𝑥7−) 2 + 𝜔2(1 − 𝑥2+) 2 + 𝜔4(1 − 𝑥4+) 2 + 𝜔6(1 − 𝑥6+) 2, (9)

where 𝑥1− is a normalized GDP per capita, as a factor- disincentive; 𝑥2+ is a normalized Automatic
Exchange of Information, as a factor-stimulator; 𝑥3− is a normalized Claims on the central government per
capita, as a factor- disincentive; 𝑥4+ is a normalized Internally displaced person, new displacement
associated with conflict and violence, as a factor-stimulator; 𝑥5− is a normalized Corruption Perceptions
Index per capita, as a factor- disincentive; 𝑥6+ is a normalized Global Terrorism Index per capita, as a
factor-stimulator; 𝑥7− is a normalized Happy Planet Index, as a factor- disincentive.
The obtained integral indicator will vary from 0 to 1.
The next fourth stage is to build the gravity model of the laundering risk. For this purpose we use the
gravitation law and gravitational force equation in the social phenomena, i.e. formula 10:
𝑀𝑖𝑗 = 𝑘

𝑝𝑖 𝑝𝑗
2
𝑑𝑖𝑗

,

(10)

where 𝑀𝑖𝑗 is an indicator of interconnection between objects i and j; k is a concordance coefficient; p
2
is some weight of the object; 𝑑𝑖𝑗
is a distance between objects.
This approach was observed in the work of Walter Isard «Location Theory and Trade Theory: ShortRun Analysis» (1954) for international trade in the international economy.
The laundering risk is identified by the following way: one country «attracts» risk operations in another
country with force, which is directly proportional to the rating assessment of the laundering risk level in the
country, and inversely as a square of the Prosperity Index in the risk operations process implementation
(formula 11):
𝑆𝑉𝐴𝑘 =

𝐼𝑅𝐴𝑘 ∙𝐼𝑅𝐴𝑟
2
𝑑𝑘𝑟

,

(11)

where SVAk – quantitative evaluation of (force) interconnection between an observed country and kcountry in terms of the laundering development; IRAk – an integral rating assessment of the k-country’s
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laundering risk level, which transfers risk to the assignment; IRAr an integral rating assessment of the
laundering risk in r-country, which accepts laundering risk; dkr is a value, which is a normalized difference
between welfare of k- and r-countries, calculated by equation 12:
𝑑𝑘𝑟 = |𝐿𝑃𝐼𝑘 − 𝐿𝑃𝐼𝑟 |+,
(12)
where 𝑃𝐼𝑘 is Legatum Prosperity Index for country k; 𝑃𝐼𝑟 – Legatum Prosperity Index for country r.
In order to find the difference between countries’ welfares we use equation 13 for the natural
normalization since this factor is a stimulator for our model:
𝑥𝑖𝑗+ = 𝑥

𝑥𝑖𝑗 −𝑥𝑚𝑖𝑛

𝑗

𝑚𝑎𝑥𝑗 − 𝑥𝑚𝑖𝑛𝑖𝑗

.

(13)

Based on the calculated quantification values (force) of interconnection between countries in terms of
laundering risk, the matrix which will enable to assess interconnection between different countries in the
world, is formed.
While building this matrix, it is necessary to normalize values again, since the risk quantification must
be from 0 to 1. We use Harrington’s risk normalization equation (formula 14), which let us consider
distribution of the obtained values, i.e.:
(14)

𝑆𝑉𝐴′𝑘 = exp(− exp(−𝑆𝑉𝐴𝑘 )).

The obtained value will take place from 0 to 1 and will prove that: if the value is close to 0, the country,
where the money is laundered, will have higher attraction risk for money laundering; if the value is close
to 1, the country will have lower attraction level.
Results. Calculations are carried out with the help of MS Excel. At the first stage of the methodology,
the normalization of factors-stimulators and disincentives is performed. At the second stage – the expert
inquiry results regarding the weight of the factors are obtained. Seven experts-specialists on banking,
economic security, scientists, who deal with money laundering problems, were involved. Coordination of
experts’ opinions is assessed by the concordance coefficient, equal to 0.8076. Its value is close to 1, that
proves a high level of coordination between experts. The statistic weight of this coefficient is confirmed by
Pearson criterion. The obtained criterion is 33.9184 that exceeds table value, equal to 12.5916.
Coordination between experts’ thoughts is confirmed by the calculated coefficient of the paired rank
correlation, the results of which are presented in table 4:
Table 4. The matrix of the paired rank correlation of the experts’ opinions coordination
1
2

1

2

3

4

5

6

7

-

0.6071

0.8571

0.7857

0.9643

0.9643

0.5714

-

0.7500

0.8929

0.6786

0.5714

0.6786

-

0.8571

0.8214

0.8929

0.8571

-

0.8571

0.7500

0.7857

-

3
4
5

0.9286

0.6071

6

-

0.6071

7

-

-

Source: author’s calculations.
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The paired rank correlation has positive values and varies from 0.5714 to 0.9643. It proves an average
and high coordination level between experts. According to results of the experts’ coordination assessment,
we accept the obtained values as valid ones.
As a result of the inquiry, the averaged assessment of factors is calculated and weights are obtained,
which are used in the model (table 5):
Table 5. Weight coefficients for the model’s factors
Factors
GDP per capita (current LCU)
Automatic Exchange of Information
Claims on central government (annual growth as % of broad money)
Internally displaced persons, new displacement associated with conflict and violence (number of
cases)
Corruption Perceptions Index
Global Terrorism Index
Happy Planet Index
SUM

Weight
0.08664
0.29812
0.08766
0.10479
0.19534
0.19627
0.03118
1.0000

Source: author’s calculations.
As a result of the obtained weights, we can see that Automatic Exchange of Information, Corruption
Perceptions Index and Global Terrorism Index have the largest impact. It means that these factors have
the biggest impact on the money laundering risk assessment. The calculated weights let authors to
calculate the integrated indicator of the risk assessment and to find quantification of the value (force) of
interconnection between the observed country and k-country in terms of the laundering risk.
Authors choose three countries for analysis – Ukraine, Poland and Germany. Table 6 demonstrates
results for Ukraine – 10 countries, which are the most attractive for money laundering on the part of
Ukraine. Fig. 1 shows the map of proceeds laundering attractiveness for Ukraine in different countries in
the world.
Table 6. Top of countries, which are attractive and unattractive for money laundering on the side
of Ukraine
№
1
2
3
4
5
6
7
8
9
10

Сountries with a low level
of attractiveness money
laundering
Lesotho
Algeria
Burkina Faso
Tanzania
Azerbaijan
Lebanon
Tajikistan
Senegal
India
Kenya

SVAk'

№

1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000

95
96
97
98
99
100
101
102
103
104

Сountries with a high level
of attractiveness money
laundering
Canada
United Kingdom
Ireland
Sweden
Netherlands
Denmark
Finland
Iceland
Switzerland
New Zealand

Source: author’s calculations.
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Figure 1. The attractiveness map of the proceeds laundering for Ukraine in different countries in
the world
Source: author’s calculations.
Data of Table 6 show that the most attractive countries for money laundering on the part of Ukraine
are Canada, United Kingdom, Ireland, Sweden, Netherlands, Denmark, Finland, Iceland, Switzerland and
New Zealand, which relate to countries with high level of welfare, counteraction to corruption etc. Thanks
to their high development level they attract by abilities to launder money. But these countries introduce
high standards of protection and money laundering counteraction to keep the country’s economic security
that decreases abilities of other countries to launder money and increases the security level.
Such countries as Lesotho, Algeria, Burkina Faso, Tanzania and Azerbaijan do not lead in the
economic development and welfare as for Ukraine. That is why the attractiveness level of money
laundering in these countries for it is reduced. Such a situation is observed also for other countries with
low indicators of economic development and welfare, shown in fig. 1. These countries are not attractive
for money laundering, since they have low indicators of welfare, high indicators of corruption, have military
conflicts, etc. Therefore, there is a small risk of income loss for the country, which is laundering.
It means that the developed countries thanks to their high living standards, economic development,
investment opportunities, real estate purchase, are attractive for the developing countries to launder
proceeds. Countries with low welfare level vice versa are less attractive for money laundering, but they
give more opportunities to involve funds into the state’s economy, without any interest in their origin. The
proceeds laundering in such countries relates to the low risk that must attract «potential investors».
The proposed methodology is significant for national regulators’ activity. Ukrainian state institutions,
such as National Committee on state regulation in the sphere of the financial services markets, State
Financial Monitoring Service, National Bank of Ukraine, which regulate problems regarding the financial
flows outside Ukraine, have to strengthen the directions for operations tracking, carried out to the countries
with high attractiveness level for proceeds laundering. It is possible thanks to some limitations and
extension of information regarding economic entities’ incomes sources.
Table 7 demonstrates results of calculations by the proposed methodology for Poland – 10 countries,
which are more attractive for money laundering, and 10 countries, money laundering of which is less
attractive on the part of Poland. Fig. 2 represents the map of the attractiveness of proceeds laundering for
Poland in different countries in the world.
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Table 7. Top countries, which are attractive and unattractive for money laundering on the part of
Poland
№
1
2
3
4
5
6
7
8
9
10

Countries with a low level
of attractiveness money
laundering
United Arab Emirates
Chile
Cyprus
Italy
Uruguay
Croatia
Panama
Malaysia
Hungary
Estonia

SVAk'

№

1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
0.9997

95
96
97
98
99
100
101
102
103
104

Countries with a high level of
attractiveness money
laundering
Mali
Guinea
Lesotho
Iraq
Chad
Burundi
Angola
Afghanistan
Sudan
Central African Republic

SVAk'
0.4281
0.4271
0.4254
0.4211
0.4188
0.4149
0.4142
0.4081
0.4042
0.4004

Source: author’s calculations.

Figure 2. The attractiveness map of proceeds laundering for Poland in different countries in
the world
Source: author’s calculations.
Data from table 7 demonstrate that the most attractive countries for proceeds laundering for Poland
are Mali, Guinea, Lesotho, Iraq, Chad, Burundi, Angola, Afghanistan, Sudan, the Central African Republic,
which relate to the countries with low level of welfare, corruption counteraction, happiness level etc. This
is due to the openness of these countries for money laundering, low standards to counteract the money
laundering, ineffective legislation. The developed countries attract countries with low economic
development as targeted assistance, financing of terrorism. Since these countries are states with low
development level, high terrorism, military conflicts, these circumstances will influence the developed
countries’ political image reduction. Therefore, regulatory bodies in such countries as Poland, have to be
interested in the plan to strengthen the controlling of the funds outflow, which are top attractive countries
for money laundering.
Such countries as United Arab Emirates, Chile, Cyprus, Italy, Uruguay, Croatia, Panama, Malaysia,
Hungary, Estonia, are less attractive for money laundering on the part of Poland. The same situation is
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also for other countries, which have similar indicators of economic development as in Poland, shown in
fig. 2. The low attractiveness level is caused by the fact that these are countries, in which stringent
standards and conditions are introduced, which warn the money laundering possibilities. Although the risk
to lose money for Poland in the money laundering process is low, the stringent conditions regarding the
resources inflow limitation from abroad decrease the attractiveness level for money laundering.
Table 8 demonstrates the results of quantitative evaluation calculations of value (force) of
interconnection between Germany and 10 countries with low attractiveness and 10 countries with high
attractiveness for money laundering. Fig. 3 shows the attractiveness map of proceeds laundering for
Germany in different countries in the world.
Table 8. Top countries, which are attractive or unattractive for money laundering on the part of
Germany
№
1
2
3
4
5
6
7
8
9
10

Countries with a low level
of attractiveness money
laundering
Canada
Ireland
Iceland
Austria
Netherlands
Denmark
United Kingdom
Switzerland
Sweden
Belgium

SVAk'

№

1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000

95
96
97
98
99
100
101
102
103
104

Countries with a high level of
attractiveness money
laundering
Chad
Zimbabwe
Belarus
Mali
Angola
Burundi
Afghanistan
Lesotho
Sudan
Central African Republic

SVAk'
0.4306
0.4298
0.4292
0.4283
0.4214
0.4195
0.4186
0.4150
0.4125
0.4101

Source: author’s calculations.

Figure 3. The attractiveness map of the money laundering for Germany in different countries of
the world
Source: author’s calculations.
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Such countries as Canada, Ireland, Iceland, Austria, Netherlands, Denmark, United Kingdom,
Switzerland, Sweden, Belgium, are countries with high level of economic development and economic
security. Since there are higher protection standards from the inflow of the criminal proceeds in these
countries, Germany has lower opportunities for proceeds laundering in these countries. Vice versa, such
countries as Chad, Zimbabwe, Belarus, Mali, Angola, Burundi, Afghanistan and others, represented in
table 8 and in fig. 3, are more attractive for criminal proceeds laundering since they do not have stringent
limitations for proceeds inflow from abroad and regarding these funds sources. For Germany, the
attractiveness level for money laundering in these countries grows, but the risk of losses also increases,
since low indicators of the economic development and unstable political situation are peculiar for such
countries. If there are such opportunities, Deutsche Bundesbank will be able to develop the strategy to
block or to restrict the financial flows for the purpose of money laundering for this country in this group. It
will ban the withdrawing of money from the country and reducing their losses via shadowing.
Conclusions. The process of criminal proceeds laundering and financing of terrorism for any country
in the world, as a rule, is of an unfavourable nature, especially for the country’s economic security. Firstly,
this process increases the shadow sector in the economy, since the share of proceeds is shadowed.
Secondly, the state’s budget loses great funds, since taxes are not paid from criminal proceeds. Thirdly,
the criminal proceeds laundering promotes the creation and extension of the fraudulent schemes regarding
the financial flows. Fourthly, the investment outflow is increased and business attractiveness is reduced.
Fifthly, the state’s expenditures for financial crimes enforcement are increased. Together it leads to
undermining of the country’s economic security foundations, may influence the terrorist threats on society
that finally may cause the country’ social security violation.
In order to counteract these phenomena, there is an urgent requirement to increase the level of cyber
security in the banking system. It will ensure the safety of transactions, especially those that are associated
with other countries. Furthermore, it is necessary to assess the risk that cash flows will not be related to
the legalization of funds or the financing of criminal proceeds. Such protection should be based on an
assessment of the attractiveness of funds legalization in a particular country through the provision of ethics
for relations with countries.
The proposed methodology has to promote the reduction of risks for the state on the part of criminal
proceeds laundering and financing of terrorism. Their implementation at the state structures’ level will
enable to form the informational base to make managerial decisions regarding the country’s economic
security level growth since it enables to focus on those countries, which are attractive for criminal proceeds
laundering. Introduction of this methodology will help to develop new tools of monitoring, analysis,
assessment and prediction of financial operations, performance of which is possible outside the country.
It will let to create the mechanism of interconnection with other countries regarding the determination of
target activities, resources origin etc. In its turn, it requires improvement of the legislative base for financial
and credit institutions, economic entities, and persons, who purchase real estate, shares abroad, or relate
to other intermediate parties.
The information, which is a result of the proposed methodology, is a base to improve the country’s
economic policy standards on the part of economic security strengthening and development of the
partnership relations with other countries. Also, the proposed methodology will allow to strength the
capabilities of the banking cybersecurity system in assessing the risk of income legalization on
transactions carried out from different countries. It is possible by the development of new informational
technologies for the gathering and exchanging of information not only inside the country regarding financial
flows but in the whole world, by new participants’ involvement. Implementation of The Automatic Exchange
of Information will let to solve problems on tax evasion, but while exchanging the information, the
information regarding the cash flow on accounts is not revealed to comply with banking secrecy. In the
part of this exchange, it is possible to introduce the electronic identification of the incomes sources and
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nature of operations. It will enable to underline operations with doubtful incomes sources and to inform
about attempts to perform them to the law enforcement authorities. The similar identification is reasonable
to introduce at the bank level, as an obligatory element for banks reporting to the state.
As a result, reducing the risk of financing money laundering and terrorism will have an impact on
creating a healthy favorable economic and investment climate in the country. The proposed methodology
will allow, through strengthening cyber security measures, to eliminate the negative impact of money
laundering processes on the level of economic and social security in the country.
The proposed methodology is planned to be improved in the part where the riskiest economic activities
in countries, which are attractive for proceeds laundering, are defined. The study will be oriented to
integrate indicators of methodology with indices of other security spheres in the country – political, social
and economic. In future, it is planned to introduce the proposed methodology in the activity of the National
Commission on state regulation in the financial services markets spheres, State Financial Monitoring
Service and National Bank of Ukraine.
Author contribution. Conceptualization, S. L. and O. K.; data curation, H. Y.; formal analysis, O. K.
and H. Y.; investigation, O. K. and H. Y.; methodology, S. L., O. K. and H.Y.; resources, H. Y. and T. D.;
software, O. K. and H. Y.; supervision, S. L., O. K., H. Y. and T. D.; validation, S. L., O. K., H. Y. and T. D.;
visualization, H. Y.; writing – original draft, S. L., O. K., H. Y. and T. D.
Funding. This work is carried out within the taxpayer-funded researches: № 0118U003574
«Cybersecurity in the banking frauds enforcement: protection of financial service consumers and the
financial and economic security growth in Ukraine» and № 0117U002251 «Improvement of the money
laundering counteraction national system in terms of the state’s financial and economic security increase»,
used in Sumy State University. The publication contains the results of studies conducted by President’s of
Ukraine grant for competitive projects «Development of an automated module prototype for financial
monitoring of the economic agents activity to counteract the criminal proceeds legalization» of the State
Fund for Fundamental Research.
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Інноваційний підхід до підвищення рівня кібербезпеки транзакцій через протидію відмивання грошей
Поточним завданням є забезпечення економічної безпеки будь-якої країни в контексті створення ефективних та
надійних заходів системи банківської кібербезпеки для протидії відмиванню грошей. Перш за все, це стосується того,
що процеси відмивання грошей та фінансування тероризму негативно впливають на економіку будь-якої країни та
знижують рівень економічної безпеки. По-друге, високий рівень відмивання грошей у країні сприяє появі таких негативних
процесів, як корупція, вимагання, виробництво наркотиків, контрабанда людей, бандитизм, тероризм, що призводить
до посилення криміногенної ситуації в країні та загрожує життю населення країни. По-третє, існуючі заходи щодо
кібербезпеки банків своєчасно не впливають на безпеку операцій з метою виявлення незаконно отриманих коштів. Тому
саме для цього завдання необхідні зміни та модернізація. Метою статті є розробка іноваційного підходу до моделювання
привабливості країни для відмивання доходів інших країн. Ця методика є одним із інструментів системи кібербезпеки
банку для прийняття подальших рішень щодо ризику легалізації. Для вирішення цієї проблеми автори пропонують підхід,
який базується на гравітаційному моделюванні. Вісім факторів: валовий внутрішній продукт на душу населення, вимоги
до центральної влади, внутрішньо переміщені особи, пов'язані з конфліктом та насильством; автоматичний обмін
інформацією; індекс сприйняття корупції; глобальний індекс тероризму; індекс процвітання; індекс щастя, –
пропонується оцінити, використовуючи експертний підхід. Інтегральний показник обчислюється за допомогою метрики
Мінковського та з урахуванням нормалізації факторів. Використовуючи модель гравітації, визначається ступінь
привабливості країни для відмивання доходів з боку іншої країни. Для розрахунку було використано дані для 105 країн, та
у даній роботі представлені результати для України, Польщі та Німеччини. Як висновок, розвинені країни з високим
рівнем добробуту привабливі для країн, що розвиваються, для відмивання грошей; країни з низьким рівнем добробуту,
низьким рівнем економічного розвитку та нестабільною політичною ситуацією привабливі для розвинених країн.
Запропоновану методологію рекомендується впровадити в діяльність системи кібербезпеки банків. Це дозволить
визначити транзакції тих країн, для яких ризик легалізації високий, та запровадити додатковий моніторинг з огляду на
законність їх фінансових джерел. Крім того, модель доцільно використовувати у діяльності регулюючих органів країни,
що сприятиме впровадженню стандартів кібербезпеки та підвищить етику фінансових відносин між країнами.
Ключові слова: кібербезпека, відмивання грошей, гравітаційне моделювання, привабливість країни, ризик, експертний
підхід, нормалізація, метрика Мінковського.
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